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Sacramento State Quick 
Facts and Figures

• 30,000+ students
• ~5,000 staff
• 300,000+ alumni
• 30,000 applicants
• Many more affiliated ‘persons of interest’



Information Security At 
Sacramento State

• Basis is California Information Security Act of 1977

• CSU information security overseen by Board of Trustees 
and its Audit Committee

• There is a comprehensive CSU information security policy

• Campus information security is the president’s 
responsibility

• Risk can only be delegated to the Chief Information Officer 
and/or an Information Security Officer



Mass Malware of the Past



Weakest Link Principle



Where Do Attacks 
Originate?



Key Threat Actions 
Over Time



Isn’t A Lot of Malware 
The Same? 



The Hackers Don’t 
Need Much Time



75% of attacks spread from 
Victim 0 to Victim 1 within 
one day (24 hours)

The Intent Is Usually To Spread 
the Threat - Quickly



People As Common Denominator



And It’s Not Just 
Systems Administrators



Purpose of Crimeware Attacks: 
Credentials and Money 



Stolen Credentials Used To 
Log Into Web Apps



Phishing Is A Key 
Technique



Phishing Is Difficult Or 
Impossible To Trace



Accounts Payable SpearPhishing

• Researched cash 
handling

• Broke credentials of 
one person

• Social engineered 
and dug deep into 
account

• Compromised key 
bank credentials

• Only saved by 
change of bank and 
two-factor 
authentication

Executive SpearPhishing Far More Common



And They Are Persistent



Phishing Is Increasingly Dangerous

“For two years, more than two-thirds of 
incidents that comprise the Cyber-Espionage 
pattern have featured phishing. The user 
interaction is not about eliciting information, 
but for attackers to establish persistence on user 
devices, set up camp, and continue their 
stealthy march inside the network”



How Do You Combat Phishing?

"One of the most effective ways you 
can minimize the phishing threat is 
through awareness and training."
• —Lance Spitzner, Training Director,

• SANS Securing The Human



Human Error And 
Intentional Misuse



Importance of Email and 
Web Access



Targeted Malware: 
Don’t Click!

• Malware is often targeted at high-risk users

• Can include spoof ‘official’ emails, malvertising, 
‘account’ alerts, etc.

• Need sophisticated tools like FireEye

• Sac State monitors 24 of most critical network 
segments on campus looking for web-based 
malware, phishing, an evidence of malware 
exfiltration

• We filter 1 Gb of 2-3 Gb of incoming traffic



What Can We Do?

• Awareness is key

• Apply appropriate resources consistently

• Monitor logs, email, and behavior

• Lock down high-risk information and 
functions

• Share - MSISAAC




